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* This is Mat
* Mat is a blogger
* Mat had his digital life dissolved by hackers.
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2Reply £2Reply All (=3 Forward “S1M

Thu 1/25/2018 10:06 AM

MO  Microsoft Office OneDrive Online Notification Message Cer

A file has been shared with you on OneDrive

To @ M) Shoer

@ vYou replied to this message on 1/25/20
If there are problems with how this meg

1:42 PM.,

““You Got Email!
@{:k Your Jnbox

OneDrive
for Business L

Hello,

You have a file waiting for you on OneDrive.

+

| Keep me signed in

B™ Microsoft

Enjoy!

The OneDrive team
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= Take control of your account

- Change your paSSWOrd(S) Someonte figured
i . out my
" Review emaill account for PASSWORD 48 -
misuse
_ Now | have
= Contact your friends to rename

my dog.




data worth?

= hulu NETFLIX PayPal D
Spotify Account Hulu Account Netflix Account PayPal Credentials Social Security Number
$2.75 $2.75 $1.00 - $3.00 $1.50 $1.00

2= — &

Driver’s License Credit Card Email Address & Password Medical Record from Complete Medical Record
$20.00 $8.00 - $22.00 $0.70 - $2.30 Large Scale Attack Up to $1000.00
$1.50 - $10.00
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Source: https://keepersecurity.com/how-much-is-my-information-worth-to-hacker-dark-web.html
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our digital life
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Protecting your digital life
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Backups

Back Up Now
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our digital life

Instagrom

This Account is Private

Request to follow this userto see their photos and videos.
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pwned websites
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Check if you have an account that has been compromised in a data breach

412 8,513,925,254

pwned accounts

Largest breaches
772,904,991 Collection #1 accounts
763,117,241 Verifications.io accounts
711,477,622 Onliner Spambot accounts
593,427,119 Exploit.In accounts

457,962,538 Anti Public Combo List
accounts

393,430,309 River City Media Spam List
accounts

359,420,698 MySpace accounts
234,842,089 NetEase accounts

164,611,595 LinkedIn accounts

103,309

pastes

123,092,693

paste accounts

Recently added breaches

6,002,694 ToonDoo accounts

686,899 Vedantu accounts
e 290,955 Hookers.nl accounts
Dootfarz 71,407 Zooville accounts
988,230 StreetEasy accounts
SEPHORA 780,073 Sephora accounts
LO 283,165,793 Wanelo accounts
15,453,048 Lumin PDF accounts
4,606 KiwiFarms accounts

e 396,533 Minehut accounts

https://haveibeen

wnhed.com/



https://haveibeenpwned.com/

Think ofthe 4 P’s.....

If you wouldn’t want it seen by

* Parents
* Principal
* Police

* Public
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employers,checking

Which social media platforms do potential employers check?

Which, if any, of the following types of social media would/ do you search for the
candidate(s) on? (Please select all that apply) %

48% 467% Twitter Instagram .

Lo ]
28% 15%
LinkedIn Facebook 31%
| would not/do not

@ o oo 9 search for candidates

5% 5% 5% 4% on social media
Myspace Tumblr Flickr Other

YWGOV ‘ yougaov.com
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o Whatis putting off employers

What social media posts could stop someone getting hired?

Which, if any, of the following types of activity on social media would put you off
hiring a candidate? %

Aggressive/ offensive language
References to drug use

Bad spelling/ grammar
Drunken photos of themselves

Political views/ activity

General oversharing of content
(e.g. links, photos etc)

Vanity (e.g. too many photos
of themselves, selfies etc))

Other

Not applicable - nothing in
particular would put me off
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Social Media

, WA Child Safety
] 2 [ ] 2 . 2 . _
EY B ESWG Services - WACSS

@wachildsafetyservices
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If | had $10 to spend on Cyber Security ....

Technology
($2)

Awareness

($8)
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Questions?

Andy Battle
Chief Technology Officer
0449 985169

https://www.linkedin.com/in/andybattle/
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Enterprise Security Enterprise Solutions

Strategy Strategy
Advisory Advisory
Architecture Architecture
Implementation Implementation
Managed Services Managed Services
Testing : Testing
Training Consulting Training

Cloud & Office 365
Strategy Design
Advisory Implementation
Architecture  Testing



https://www.linkedin.com/in/andybattle/

