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Security Assurance in an Agile world



Application based hacks are still a problem



Breached credentials are being mined and weaponized



New vectors of attack – Data Warehouses



New vectors of attack – Supply Chain



New vectors of attack – Code and Keys



Regulatory Compliance is driving security objectives



Businesses are moving to the Cloud

§Dashboards
§Data Management
§Data Retention
§Data Analytics
§Data Loss
§ Serverless Workloads
§Cloud Native Applications



Shared Responsibility Model

Source: https://smartermsp.com/ask-msp-expert-important-secure-public-cloud/

https://smartermsp.com/ask-msp-expert-important-secure-public-cloud/


Maintaining Security in an Agile 
Environment



Why Agile?

• Anticipate Change
• Stay flexible
• Focus on Value



When is a good time to discuss Security

• When building, significantly modifying, or 
implementing a system or application



When should Security teams get involved

• Implementing a new system or application (On-Premise, IaaS, PaaS, SaaS)
• Significantly modifying an existing system or application (API, Authentication, 

Databases)
• Like-for-like migrations to new platform (Cloud)
• Like-for-like migration within existing platforms
• Minor software release or upgrade
• Major software release or upgrade
• Minor code changes (feature / form / function)
• Major code changes (feature / form / function)
• Increase in System Criticality or Sensitivity level



Why Security Assurance

• Re-enforce Company Policies & 
Standards

• Discuss Privacy and Security 
Requirements & Risks

• Provide Clear Guidance
• Recommend Controls
• Validate Controls
• Test Controls



Agile poses new security challenges

• Minimal Security Knowledge
• Reduced documentation
• No Security Architecture
• No Threat Modelling
• Limited Risk assessments
• Late Security Testing adds 

delays and reduces agility



MVPs are designed to accelerate time to deliver

Minimal Viable Product
• 1 – 2 sprints
• Clear Requirements



Understanding where the magic happens

• Inception planning
• Sprints
• Walls
• Daily Stand ups
• Showcases / Demos
• Retrospectives



Even IT Operations teams are becoming more agile

• DevOps
• Full Stack
• Infrastructure as code
• Continuous Integration (CI)
• Continuous Delivery (CD)



Successfully building Security into Agile

• Embed the security team within the 
squads / ceremonies

• Implement Security Controls as code
• Test Security Controls in Code
• Increase Code Quality / Security
• Audit Common Security Controls 

automatically (CIS/ASD/NIST)



The key focus areas

• Secure Development Lifecycle (SDLC)
• Testable Standards
• Secure Code reviews as part of pipeline
• Uplift Non-production environments
• Check Open Source / Dependencies
• Learn development platforms and tools



So when is the right time to assess Security

• Not at the end
• Ideal within key sprints
• Educate & Empower Development 

teams
• Embed Security as a Peer review 

process



New challenges require new tools

Applications

DataInfrastructureCode

IAST – Interactive Application Security Testing
VMS - Vulnerability Management Systems

CM – Configuration Management

Amazon Macie
-

Azure Information 
Protection Scanner

-
Enterprise Recon

-
S3 Scanner

Amazon GuardDuty, 
AWS Security Hub, 
Amazon Inspector

-
Azure Policy, Secure 

Score, Secure 
DevOps Kit

-
CIS Assessment Tool

DAST – Dynamic 
Application Security 

testing
-

SAST – Static 
Application Security 

testing

Incidents

SIEM – Security 
Incident & Event 

Monitoring
-

EDR – Endpoint 
Detection & Response

-
SOAR – Security 

Orchestration,
Automation & 

Response



The Holy Grail

Compliance

Ongoing

Automated



Questions?

Andy Battle
Chief Technology Officer
0449 985169

https://www.linkedin.com/in/andybattle/

https://www.linkedin.com/in/andybattle/

